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Senior Counsel Providence, Rl 02907
PPL Services Corporation Phone 401-316-7429 Rhode Island Energ 9
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a PPL company

June 15, 2026

VIA ELECTRONIC MAIL AND HAND DELIVERY

Stephanie De La Rosa, Commission Clerk
Rhode Island Public Utilities Commission
89 Jefferson Boulevard

Warwick, RI 02888

RE: Docket No. 25-19-EL - The Narragansett Electric Company d/b/a Rhode Island Energy
Proposed Green Button Connect, Home Area Network, and Grid Edge Computing
Responses to Record Requests (Complete Set)

Dear Ms. De La Rosa:

On behalf of The Narragansett Electric Company d/b/a Rhode Island Energy (the
“Company”), I have enclosed the Company’s complete set of responses to the record requests that
were issued at the Public Utilities Commission’s Evidentiary Hearing on May 13, 2026, in the
above-referenced matter.

This transmittal includes the Company’s response to Record Request No. 6.

Thank you for your attention to this matter. If you have any questions, please contact me
at 401-316-7429.

Very truly yours,
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Jennifer Brooks Hutchinson
Enclosures

cc: Docket No. 25-19-EL Service List



The Narragansett Electric Company

d/b/a Rhode Island Energy

RIPUC Docket No. 25-19-EL

In Re: Proposed Green Button Connect, Home Area Network and
Grid Edge Computing

Responses to the Record Requests

Issued at the Commission’s Evidentiary Hearing

On May 13, 2026

Record Request No. 1

Request:
Will the software changes necessary to implement the Green Button Connect functionality that
have been or will be implemented after the date of receipt of the Green Button Alliance

certification in June 2025 require the Company to seek a recertification?

Please confirm with VertexOne and the Green Button Alliance.

Response:

The Company confirmed with both VertexOne and the Green Button Alliance that the Company
does not need to seek recertification for any of the software changes that have or will be
implemented after the receipt of the Green Button Alliance certification in June 2025.

Prepared by or under the supervision of: Nicole Gooding



The Narragansett Electric Company

d/b/a Rhode Island Energy

RIPUC Docket No. 25-19-EL

In Re: Proposed Green Button Connect, Home Area Network and
Grid Edge Computing

Responses to the Record Requests

Issued at the Commission’s Evidentiary Hearing

On May 13, 2026

Record Request No. 2

Request:

Please provide a status update of the Green Button Connect program for Louisville Gas & Electric
(“LG&E”), and include in the response, whether it is functioning, the number of third-party
vendors and customers who have enrolled, and what issues are still outstanding.

Response:

The LG&E Green Button Connect (“GBC”) program is functioning. There are eleven third-party

vendors who have submitted their application, six of whom have been enrolled and received their
registration access token and three customers who currently have enabled sharing their data. The

remaining five third-party vendors are pending approval.

Similar to Rhode Island Energy, LG&E still has the issue related to single sign-on, where
customers must currently create separate login credentials on the AMF Customer Portal website
to share their data via Green Button Connect. LG&E is also working with VertexOne to enable
the single sign-on capabilities with their My Account platform.

In addition, the Company has coordinated with its counterparts at LG&E regarding
Mission:data’s GBC access issues as discussed at the May 13, 2026 evidentiary hearing in this
docket. It is the Company’s understanding that LG&E representatives have done outreach to
Mission:data to respond to their questions about the temporary solution to the single sign-on
feature to access and register with GBC and continues to work with Mission:data to help
facilitate access.

Prepared by or under the supervision of: Nicole Gooding



The Narragansett Electric Company

d/b/a Rhode Island Energy

RIPUC Docket No. 25-19-EL

In Re: Proposed Green Button Connect, Home Area Network and
Grid Edge Computing

Responses to the Record Requests

Issued at the Commission’s Evidentiary Hearing

On May 13, 2026

Record Request No. 3

Request:

Refer to the Company’s response to Data Request PUC 4-2 in this docket. How much of the OpEx
costs identified in response to PUC 4-2, Column b were netted against the accumulating regulatory
liability relating to certain residual revenue requirement items identified in Docket No. 4770 and
enumerated in PUC 7-13, RR-7, and/or RR-13 in Docket No. 22-49-EL, as set forth in Ordering
Paragraph No. 11 of the Commission’s Report and Order in Docket No. 22-49-EL?

What is the Company’s expectation with respect to recovery of the OpEx costs in PUC 4-2?

Response:

Since all of the OpEx costs related to the implementation of GBC functionality identified in
PUC 4-2 have been incurred or are forecasted to be incurred before new base distribution rates
go into effect, 100 percent of those costs were either netted or are forecasted to be netted against
the accumulating regulatory liability as set forth in Ordering Paragraph No. 11 of the
Commission’s Report and Order in Docket No. 22-49-EL or otherwise excluded from cost
recovery as set forth in Ordering Paragraph 10 of the Commission’s Report and Order in Docket
No. 22-49-EL.

Prepared by or under the supervision of: Nicole Gooding



The Narragansett Electric Company

d/b/a Rhode Island Energy

RIPUC Docket No. 25-19-EL

In Re: Proposed Green Button Connect, Home Area Network and
Grid Edge Computing

Responses to the Record Requests

Issued at the Commission’s Evidentiary Hearing

On May 13, 2026

Record Request No. 4

Request:

Assuming that no new functionalities are added to the Company’s Green Button Connect Plan,
what is the final cost of the Green Button Connect Plan with respect to both capital and O&M
expenses? Does the Company expect to incur additional O&M or CapEx expenses if the
functionalities in the Company’s Green Button Connect Plan do not work from a technical
perspective? If so, would the Company be seeking cost recovery for those incremental costs?

Response:

Please see PUC 4-2 for the forecast of both capital and O&M costs for the implementation of the
Green Button Connect Plan. The Company does not expect to incur additional O&M or CapEx
costs beyond the costs set forth in the Company’s response to PUC 4-2 related to the
implementation of Green Button Connect. As noted in PUC 4-3, there will be additional ongoing
O&M costs associated with Green Button Connect.

If the Company does identify additional costs associated with the implementation of the
functionalities in the Company’s Green Button Connect Plan, it would include these costs as part
of the aggregate cost cap established by the Commission in Docket No. 22-49 EL. If the entire
project costs exceed that cap, the Company would bear those costs.

Prepared by or under the supervision of: Nicole Gooding



The Narragansett Electric Company

d/b/a Rhode Island Energy

RIPUC Docket No. 25-19-EL

In Re: Proposed Green Button Connect, Home Area Network and
Grid Edge Computing

Responses to the Record Requests

Issued at the Commission’s Evidentiary Hearing

On May 13, 2026

Record Request No. 5

Request:

From a technical perspective, what are VertexOne’s capabilities to add additional Green Button
function blocks to the Company’s Green Button Connect platform in the future?

Response:
VertexOne could develop additional function blocks for the Company’s GBC solution. This would

require dedicated development resources and a plan for re-certification from the Company and
other utilities that are using VertexOne’s existing solution.

Prepared by or under the supervision of: Nicole Gooding



The Narragansett Electric Company

d/b/a Rhode Island Energy

RIPUC Docket No. 25-19-EL

In Re: Proposed Green Button Connect, Home Area Network and
Grid Edge Computing

Responses to the Record Requests

Issued at the Commission’s Evidentiary Hearing

On May 13, 2026

Record Request No. 6

Request:

Please provide the Green Button Connect terms and conditions for third-party vendors within 30
days.

Response:

Please see Attachment RR-6 for the Green Button Connect terms and conditions for third-party
vendors.

Prepared by or under the supervision of: Nicole Gooding



The Narragansett Electric Company
d/b/a Rhode Island Energy
RIPUC Docket No. 25-19-EL
Attachment RR-6
Page 1 of 29
DATA SHARING AGREEMENT

This Data Sharing Agreement (Agreement) is entered into by and between The Narragansett
Electric Company, d/b/a “Rhode Island Energy” (Utility) and the Energy Service Entity identified
in the signature block below (ESE), which can be selected and approved by Ultility’s Customer
(as defined below), to share Confidential Customer Utility Information with ESE. This Agreement
is effective as of the day ESE accept the terms of this Agreement, including all exhibits and
attachments hereto, by execution of this Agreement and Ultility accepts ESE as an approved
vendor (Effective Date). Utility and ESE may be referred to herein individually as a “Party” or
collectively as the “Parties.”

RECITALS

WHEREAS, Utility collects and maintains Confidential Customer Utility Information in the course
of providing electric services to Customer;

WHEREAS, ESE offers energy-related services to customers that require access to customer
electric meter data;

WHEREAS, ESE desires to have access to Confidential Customer Utility Information;

WHEREAS, Customer granted Utility consent to share Customer’s Confidential Customer Utility
Information to ESE, and ESE obtained consent from all customers from whom the ESE intends
to obtain Customer’s Confidential Customer Utility Information from Utility;

WHEREAS, ESE may utilize a third party to fulfill its Service obligations under this Agreement,
and ESE’s utilization of a third-party provider does not relieve ESE of their duties and obligations
under this Agreement; and

WHEREAS, Utility and ESE desire to enter into this Agreement to set forth ESE's obligations of
privacy, retention, security, and confidentiality of Confidential Customer Utility Information in
compliance with all applicable federal, state, and local laws, orders, rules and regulations,
including, without limitation, any applicable rules and regulations and orders of the Rhode Island
Division of Public Utilities and Carriers (Division) and Rhode Island Public Utilities Commission
(Commission), requirements of Utility, and this Agreement; and

NOW, THEREFORE, in consideration of the mutual promises and covenants herein, and for good
and valuable consideration, the receipt and sufficiency of which are hereby acknowledged, the
Parties, intending to be legally bound, hereby agree as follows:

1. Definitions
1.1 Applicable Privacy and Data Security Laws shall have the meaning set forth in Exhibit A.

1.2 Confidential Customer Utility Information means any information or data provided to ESE by
Utility at the time of disclosure, but excludes (i) information which is or becomes generally
available to the public other than as a result of a disclosure by ESE or its Representatives; (ii)
information which was already known to ESE on a non-confidential basis prior to being
furnished to ESE by Utility; (iii) information which becomes available to ESE on a non-
confidential basis from a source other than Ultility or a representative of Utility if such source
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was not subject to any prohibition against transmitting the information to ESE and was not
bound by a confidentiality agreement with Utility; (iv) information which was independently
developed by the ESE or its Representatives without reference to, or consideration of, the
Confidential Information; or (v) information provided by the customer with customer consent

where the customer expressly agrees that the information is public.

1.3 Commission or Division shall have the meaning attributed to it in the Recitals.
1.4 Confidential Information means, collectively, Confidential Customer Utility Information.

1.5 Customer means an individual or business entity that purchases and schedules delivery of
electricity for such individual’s or business entity’s own consumption and not for resale.

1.6 Cybersecurity and Data Privacy Protections means utility industry standard controls that
mitigate risks to information technology (IT) systems and data. These protections apply to any
ESE or Representative that electronically exchanges Confidential Customer Utility Information
(excluding email) with the Utility. The protections must be designed to prevent unauthorized
access or misuse of such information and are mandatory for any ESE handling it.

1.7 Data Protection Requirements means, collectively, (a) all applicable national, state, and local
laws, regulations, and government standards governing the protection of personally identifiable
information in connection with ESE or its Representatives’ Processing of Confidential Customer
Utility Information; (b) Utility industry best practices and cybersecurity frameworks for securing
information systems, networks, and devices using a defense-in-depth approach, including but not
limited to NIST SP 800-53, ISO 27001/27002, COBIT, CIS Security Benchmarks, and the Top 20
Critical Controls, as such standards evolve; (c) Division or Commission rules, regulations, and
guidelines on data access, cybersecurity, and data privacy.

1.8 Data Security Incident means a situation when Utility or ESE reasonably believes or knows
that there has been: (a) the loss or misuse (by any means) of Confidential Information; (b) the
unauthorized acquisition of computerized data that compromises the security, confidentiality, or
integrity of Confidential Information, or Personal Information, computer systems, network and
devices used by a business; (c) any other act or omission that compromises or may reasonably
compromise the security, confidentiality, or integrity of Confidential Information, or (d) any material
breach of any Data Protection Requirements in relation to the Processing of Confidential
Information, including by any current or former Representatives.

1.9 ESE means any entity (along with contractors of such entities with an electronic connection
to the Utility other than by email) that provides energy or performs an energy related service and
is seeking access to Confidential Customer Utility Information.

1.10 Green Button Connect or GBC provides a set of standards for allowing interoperable
communications of energy usage and billing information between utilities and ESEs.

1.11 Personal Information shall have the meaning set forth in Exhibit A.

1.12 Processing means any operation, action, error, omission, negligent act, or set of operations,
actions, errors, omissions, or negligent acts that is performed using or upon Confidential
Information or Utility Data, whether it be by physical, automatic or electronic means, including,
without limitation, collection, recording, organization, storage, access, adaptation, alteration,
retrieval, use, transfer, hosting, maintenance, handling, retrieval, consultation, use, disclosure,
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dissemination, exfiltration, taking, removing, copying, processing, making available, alignment,
combination, blocking, deletion, erasure, or destruction.

1.13 Representatives means agents, contractors, or subcontractors acting on behalf of ESEs who
store, transmit or process Confidential Customer Utility Information.

1.14 Self-Assessment means the process by which the ESE evaluates its own compliance with
the data protection, privacy, and security obligations set forth in this Agreement, which includes,
but is not limited to, internal reviews of data handling practices, security controls, access
management, and adherence to applicable laws and regulations (such as the GDPR, CCPA, or
other relevant frameworks). The Self Assessment may be documented and made available to the
other Party upon reasonable request, and may serve as a basis for identifying areas for
improvement or remediation.

1.15 Services mean any assistance in the competitive markets provided by ESEs to end use
customers that also require interaction with a Utility, including but not limited to the electronic
exchange of information with a Utility.

1.16 Utility Data means any data held by Utility
2. Scope of the Agreement

This Agreement shall govern the Cybersecurity and Data Privacy Protections of ESEs that
electronically receive or exchange customer information, other than email, from a direct
connection with the Utility’s vendor, and the privacy protections that apply to Confidential
Information disclosed to ESE or to which ESE is given access by Utility, including all archival or
back-up copies of the Confidential Information held or maintained by ESE (or its
Representatives). No financial information, other than billing information, will be provided
pursuant to this Agreement. If any information is inadvertently sent to ESE or Utility, ESE or
Utility will immediately notify the Utility/ESE and destroy any such information in the appropriate
manner.

3. Information Protection and Technology Security Terms and Conditions

In addition to the terms contained in the main body of this Agreement, ESE agrees to be bound
by the Information Protection and Technology Security Terms and Conditions attached hereto
as Exhibit A.

4, Customer Consent

The ESE agrees to comply with any Federal, State and local laws, and any applicable orders,
rules and regulations of the Division or Commission, and the Utility's tariffs regarding customer
consent.

5. Provision of Information

Utility agrees, through Utility’s vendor, to provide to ESE, certain Confidential Customer Utility
Information, as requested and consented to by Customer, provided that: (a) if the Customer
consents to Utility providing Confidential Customer Utility Information to the ESE; (b) if the Utility
has identified a potential Cybersecurity or Data Privacy Protection issue ESE are in compliance
with the terms of this Agreement in all material respects; (c) if required by Utility due to the
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identification of a potential or actual Data Security Incident, ESE shall undergo an audit, at the
ESE's sole cost and expense; and (d) ESE shall have and maintain throughout the term,
systems and processes in place and as detailed in the Self Assessment to protect Utility IT
systems, Data Privacy Protections and Confidential Customer Utility Information.

6. Confidentiality

6.1 ESE shall: (a) hold all Confidential Customer Utility Information in strict confidence pursuant
to this Agreement and applicable laws; except as otherwise expressly permitted by Section 7
herein; (b) not disclose Confidential Customer Utility Information to any Representatives, or
affiliates, except as set forth in Section 7(a) of this Agreement; (c) not Process Confidential
Customer Utility Information other than for the Services defined in the Recitals as authorized by
this Agreement; (d) limit reproduction of Confidential Customer Utility Information; (e) store
Confidential Customer Utility Information in a secure fashion at a secure location that is not
accessible to any person or entity not authorized to receive the Confidential Customer Ultility
Information under the provisions hereof; and (f) otherwise use at least the same degree of care
to avoid publication or dissemination of the Confidential Customer Utility Information as ESE
employs (or would employ) with respect to its own confidential information that it does not (or
would not) desire to have published or disseminated, but in no event less than reasonable care.
At all times, Utility shall have the right to request reasonable further assurances that the
foregoing restrictions and protections concerning Confidential Customer Utility Information are
being observed and ESE shall be obligated to promptly provide Ultility with the requested
assurances. An ESE may provide Confidential Customer Utility Information to a Representative
without a direct electronic connection with the Utility, to assist the ESE in providing permitted
Services, but an ESE utilizing such Third party Representative shall be solely responsible and
fully liable for the actions of the Third Party Representative.

6.2 This Section 6 supersedes prior data security agreements between the Parties pertaining to
Confidential Information.

7. Exceptions Allowing ESE to Disclose Confidential Customer Utility Information.

7.1 Disclosure to Representatives. Notwithstanding the provisions of Section 6 herein, the
Parties shall keep the disclosing Party’s Confidential Information confidential and shall not
disclose such Confidential Information to any person other than its Representatives who have a
legitimate need to know or use such Confidential Customer Utility Information for the purposes
of providing Services and who are bound by confidentiality obligations similar to those in this
Agreement. ESE shall ensure that its Representatives keep Customer Confidential Information
confidential and comply with all obligations in this Agreement applicable to ESE.
Notwithstanding the foregoing, the ESE shall be fully liable for any act or omission of its
Representative, including without limitation, those acts or omissions that would constitute a
breach of this Agreement. Notwithstanding the foregoing, ESE will not provide Representatives
Confidential information without the express, advance written consent of Utility and Customer.

b. Disclosure if Legally Compelled. Notwithstanding anything herein, in the event that a Party
or any of its Representatives receives notice that it has, will, or may become compelled,
pursuant to applicable law or regulation or legal process to disclose any Confidential Information
(whether by receipt of oral questions, interrogatories, requests for information or documents in
legal proceedings, subpoenas, civil investigative demands, other similar processes, or
otherwise), that Party shall, except to the extent prohibited by law, within one (1) business day,
notify the other Party, orally and in writing, of the pending or threatened compulsion. To the
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extent lawfully allowable, the Parties shall have the right to consult and the Parties will
cooperate, in advance of any disclosure, to undertake any lawfully permissible steps to reduce
and/or minimize the extent of Confidential Information that must be disclosed. The Parties shall
also have the right to seek an appropriate protective order or other remedy reducing and/or
minimizing the extent of Confidential Information that must be disclosed. In any event, the Party
and its Representatives shall disclose only such Confidential Information which they are advised
by legal counsel that they are legally required to disclose in order to comply with such applicable
law or regulation or legal process (as such may be affected by any protective order or other
remedy obtained by the Party) and the Party and its Representatives shall use all reasonable
efforts to ensure that all Confidential Information that is so disclosed will be accorded
confidential treatment.

8. Return/Destruction of Information.

Within thirty (30) days after Utility's written demand, ESE shall (and shall cause its
Representatives to) cease to access and Process Confidential Customer Utility Information and
shall shred, permanently erase and delete, degauss or otherwise modify so as to make
unreadable, unreconstructible and indecipherable ("Destroy") all copies of all Confidential
Customer Utility Information (including any and all extracts, compilations, studies, or other
documents based upon, derived from, or containing Confidential Customer Utility Information)
that has come into ESE's or its Representatives' possession, including Destroying Confidential
Customer Utility Information from all systems, records, archives, and backups of ESE and its
Representatives, and all subsequent access, use, and Processing of the Confidential Customer
Utility Information by ESE and its Representatives shall cease, provided any items required to
be maintained by governmental administrative rule or law or necessary for legitimate business
or legal needs will not be destroyed until permitted and will remain subject to confidentiality
during the retention period. ESE agrees that upon a customer revocation of consent to
customer’s Confidential Customer Utility Information, ESE warrants that it will no longer use,
access, or Process Confidential Customer Utility Information and that it will Destroy any
Confidential Customer Utility Information in its or its Representative's possession. ESE shall
certify to Ultility that the destruction by ESE and its Representatives required by this Section has
occurred by (i) having a duly authorized officer of ESE complete, execute, and deliver to Utility a
certification and (ii) obtaining substantially similar certifications from its Representatives and
maintaining them on file. Compliance with this Section 8 shall not relieve ESE from compliance
with the other provisions of this Agreement. The written demand to Destroy Confidential
Customer Utility Information pursuant to this Section may occur if the Utility has been notified of
a potential or actual Data Security Incident and Utility has a reasonable belief of potential
ongoing harm or the Confidential Customer Utility Information has been held for a period in
excess of its retention period, or a customer notifies Utility or ESE that customer withdraws
consent to ESE using, accessing or Processing Confidential Customer Utility Information. The
obligations under this Section shall survive any expiration of termination of this Agreement.
Subiject to applicable federal, state and local laws, rules, regulations and orders, at ESE's
written demand and termination of electronic exchange of data with Utility, Utility will Destroy or
return, at ESE's option, Confidential ESE Information.

9. Audit.

Upon thirty (30) days notice to ESE, ESE shall permit an auditor selected by the Utility to audit
and inspect, at Ultility's sole expense (except as otherwise provided in this Agreement), and
provided that the audit may occur no more often than once per twelve (12) month period (unless
otherwise required by Utility's regulators). The audit may include (a) the facilities of ESE and
ESE's Representatives where Confidential Customer Utility Information is hosted or Processed
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by or on behalf of ESE; (B) any computerized or paper systems used to Process Confidential
Customer Utility Information; and (C) ESE's security practices and procedures, facilities,
resources, plans, procedures, and books and records relating to the privacy and security of
Confidential Customer Utility Information. Such audit rights shall be limited to verifying ESE's
compliance with this Agreement, including all applicable Data Protection Requirements. If the
ESE provides a SOC Il report or its equivalent to the Utility, or commits to complete an
independent third-party audit of ESE's compliance with this Agreement acceptable to the Utility
at ESE's sole expense, within one hundred eighty (180) days, no audit by an auditor selected by
the Utility through a CSA and conducted at Utility's sole expense is necessary absent a Data
Security Incident. Any audit must be subject to confidentiality and non-disclosure requirements
set forth in Section 6 of this Agreement. The auditor will audit the ESE's compliance with the
required Cybersecurity and Data Privacy Protections and provide those results to the utility and
ESE. In. Utility shall provide ESE with a report of the findings as a result of any audit carried out
by an auditor selected by a CSA. ESE shall, within thirty (30) days, or within a reasonable time
period agreed upon in writing between the ESE and Utility, correct any deficiencies identified in
the audit, and provide the SOC Il audit report or its equivalent or the report produced by the
independent auditor at ESE expense to the Utility and provide a report regarding the timing and
correction of identified deficiencies to the Ultility.

10. Investigation.

Upon notice to ESE, ESE shall assist and support Utility in the event of an investigation by any
regulator or similar authority, if and to the extent that such investigation relates to Confidential
Customer Utility Information Processed by ESE on behalf of Utility. Such assistance shall be at
Utility's sole expense, except where such investigation was required due to the acts or
omissions of ESE or its Representatives, in which case such assistance shall be at ESE's sole
expense.

11. Data Security Incidents.

ESE is responsible for any and all Data Security Incidents involving Confidential Customer
Utility Information that is Processed by, or on behalf of, ESE. ESE shall notify Utility in writing
immediately (and in any event within twenty-four (24) hours) whenever ESE reasonably believes
that there has been a Data Security Incident. After providing such notice, ESE will investigate
the Data Security Incident, and immediately take all necessary steps to eliminate or contain any
exposure of Confidential Customer Utility Information and keep Utility advised of the status of
such Data Security Incident and all matters related thereto. ESE further agrees to provide, at
ESE's sole cost: (a) reasonable assistance and cooperation requested by Utility and/or Utility's
designated representatives, in the furtherance of any correction, remediation, or investigation of
any such Data Security Incident; (b) mitigation of any damage, including any notification
required by law or that Utility may determine appropriate to send to individuals impacted or
potentially impacted by the Data Security Incident; and (c) the provision of any credit reporting
service required by law or that Utility deems appropriate to provide to such individuals. In
addition, within thirty (30) days of confirmation of a Data Security Incident, ESE shall develop
and execute a plan, subject to Utility's approval, which approval will not be unreasonably
withheld, that reduces the likelihood of a recurrence of such Data Security Incident. ESE agrees
that Utility may at its discretion and without penalty immediately suspend performance
hereunder and/or terminate the Agreement if a Data Security Incident occurs and it has a
reasonable belief of potential ongoing harm. Any suspension made by Utility pursuant to this
paragraph 11 will be temporary, lasting until the Data Security Incident has ended, the ESE
security has been restored to the reasonable satisfaction of the Utility so that Ultility IT systems
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and Confidential Customer Utility Information are safe and the ESE is capable of maintaining
adequate security once electronic communication resumes.

The Parties acknowledge that obligations relating to Data Security Incidents are set forth in this
Section 11 and Exhibit A (Information Protection and Technology Security Terms). ESE shall
comply with all applicable requirements set forth in both Section 11 and Exhibit A, and such
provisions shall be read as cumulative and complementary.

In the event of any inconsistency, conflict, or ambiguity between Section 11 and Exhibit A with
respect to Data Security Incident obligations, the provision that imposes the more stringent,
protective, or expansive requirement (including with respect to timing, scope of response,
notification, mitigation, or remediation obligations) shall govern. Under no circumstances shall
ESE rely on a conflict between such provisions to limit or avoid compliance with any applicable
requirement

12. No Intellectual Property Rights Granted.

Nothing in this Agreement shall be construed as granting or conferring any rights, by license, or
otherwise, expressly, implicitly, or otherwise, under any patents, copyrights, trade secrets, or
other intellectual property rights of Utility, and ESE shall acquire no ownership interest in the
Confidential Customer Utility Information. No rights or obligations other than those expressly
stated herein shall be implied from this Agreement.

13. Additional Obligations.

13.1 ESE shall not create or maintain data which are derivative of Confidential Customer Utility
Information, or as expressly authorized by the customer, unless that use violates Federal, State,
and local laws, tariffs, rules, and regulations.

13.2 ESE shall comply with all applicable privacy and security laws to which it is subject,
including without limitation all applicable Data Protection Requirements and not, by act or
omission, place Utility in violation of any privacy or security law known by ESE to be applicable
to Utility.

13.3 ESE shall have in place appropriate and reasonable processes and systems, including an
Information Security Program, defined as having completed an accepted Attestation as
reasonably determined by the Ultility in its discretion, to protect the security of Confidential
Customer Utility Information and protect against a Data Security Incident, including, without
limitation, a breach resulting from or arising out of ESE's internal use, processing, or other
transmission of Confidential Customer Utility Information, whether between or among ESE's
Representatives, subsidiaries and affiliates or any other person or entity acting on behalf of
ESE, including without limitation Representatives.

13.4 ESE and Utility shall safely secure or encrypt during storage and encrypt during
transmission all Confidential Information, except that no encryption in transit is required for
email communications.

13.5 ESE shall establish policies and procedures to provide reasonable and prompt assistance
to Utility in responding to any and all requests, complaints, or other communications received
from any individual who is or may be the subject of a Data Security Incident involving
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Confidential Customer Utility Information Processed by ESE to the extent such request,
complaint or other communication relates to ESE's Processing of such individual's Confidential
Customer Utility Information.

13.6 ESE shall establish policies and procedures to provide all reasonable and prompt
assistance to Utility in responding to any and all requests, complaints, or other communications
received from any individual, government, government agency, regulatory authority, or other
entity that is or may have an interest in the Confidential Customer Utility Information, data theft,
or other unauthorized release of Confidential Customer Ultility Information, disclosure of
Confidential Customer Utility Information, or misuse of Confidential Customer Utility Information
to the extent such request, complaint or other communication relates to ESE's accessing or
Processing of such Confidential Customer Utility Information.

13.7 ESE will not process Confidential Customer Utility Information outside of the United States
absent a written agreement with Ultility. For the avoidance of doubt, Confidential Customer Utility
Information stored in the United States, or other countries as agreed upon in writing will be
maintained in a secure fashion at a secure location pursuant to the terms and conditions of this
Agreement.

13.8 ESE shall not sell, lease, license, disclose for monetary or other valuable consideration, or
otherwise monetize any Confidential Customer Utility Information, except to the extent expressly
authorized in writing by Utility and, where required, the applicable Customer.

14. Specific Performance.

The Parties acknowledge that disclosure or misuse of Confidential Customer Utility Information
in violation of this Agreement may result in irreparable harm to Utility, the amount of which may
be difficult to ascertain and which may not be adequately compensated by monetary damages,
and that therefore Utility shall be entitled to equitable relief, including specific performance
and/or injunctive relief to enforce compliance with the provisions of this Agreement. Ultility's right
to such relief shall be in addition to and not to the exclusion of any remedies otherwise available
under this Agreement, at law or in equity, including monetary damages, the right to terminate
this Agreement for breach. ESE agrees to waive any requirement for the securing or posting of
any bond or other security in connection with Utility obtaining any such injunctive or other
equitable relief.

15. Indemnification.

To the fullest extent permitted by law, ESE shall indemnify and hold Utility, its affiliates, and their
respective officers, directors, trustees, shareholders, employees, and agents, harmless from
and against any and all loss, cost, damage, or expense of every kind and nature (including,
without limitation, penalties imposed by any regulatory authority or under any Data Protection
Requirements, court costs, expenses, and reasonable attorneys' fees) arising out of, relating to,
or resulting from, in whole or in part, the breach or non -compliance with this Agreement by ESE
or any of its Representatives except to the extent that the loss, cost, damage or expense is
caused by the negligence, gross negligence or willful misconduct of Utility.

16. Notices.

With the exception of notices or correspondence relating to potential or pending disclosure
under legal compulsion, all notices and other correspondence hereunder shall be sent by first
class mail, by personal delivery, or by a nationally recognized courier service. Notices or
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correspondences relating to potential or pending disclosure under legal compulsion shall be
sent by means of Express Mail through the U.S. Postal Service or other nationally recognized
courier service which provides for scheduled delivery no later than the business day following
the transmittal of the notice or correspondence and which provides for confirmation of delivery.
All notices and correspondence shall be in writing.

17. Term and Termination.

This Agreement shall be effective as of the ESE registration date and shall remain in effect until
terminated in accordance with the provisions of the service agreement, if any, between the
Parties and upon not less than thirty (30) days' prior written notice specifying the effective date
of termination, provided, however, that any expiration or termination shall not affect the
respective obligations or rights of the Parties arising under this Agreement prior to the effective
date of termination. Further, Utility may terminate this Agreement immediately upon notice to
ESE in the event of a material breach hereof by ESE or its Representatives. For the purpose of
clarity and not as an exhaustive list, a breach of Sections 3-4, 6-11, 12, 13, 15, and 23 shall be
a material breach hereof. The Breaching Party will provide the non-breaching Party with a
written description and notice of material breach. Upon the expiration or termination hereof,
neither ESE nor its Representatives shall have any further right to Process Confidential
Customer Utility Information or Customer Information, unless the customer has given written or
electronic consent to do so, and shall immediately comply with its obligations under Section 8
and the Utility shall not have the right to process Confidential ESE Information and shall
immediately comply with its obligations under Section 8.

18. Consent to Jurisdiction.

ESE irrevocably submits to the jurisdiction of the Commission and courts located within the
State of Rhode Island with regard to any dispute or controversy arising out of or relating to this
Agreement. ESE agrees that service of process on it in relation to such jurisdiction may be
made by certified or registered mail addressed to ESE at the address for ESE pursuant to
Section 11 hereof and that such service shall be deemed sufficient even under circumstances
where, apart from this Section, there would be no jurisdictional basis for such service. ESE
agrees that service of process on it may also be made in any manner permitted by law. ESE
consents to the selection of the Rhode Island State and United States courts within the State of
Rhode Island as the exclusive forums for any legal or equitable action or proceeding arising out
of or relating to this Agreement.

19. Governing Law.

This Agreement shall be interpreted, and the rights and obligations of the Parties determined in
accordance with the laws of the State of Rhode Island, without recourse to such state's choice
of law rules.

20. Survival.

The obligations of ESE under this Agreement shall continue for so long as ESE and/or ESE's
Representatives continue to have access to, are in possession of or acquire Confidential
Customer Utility Information even if all Agreements between ESE and Utility have expired or
been terminated.

21. Counterparts.
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This Agreement may be executed in one or more counterparts, each of which shall be deemed
an original, but all of which shall together constitute one and the same instrument. Copies of this
Agreement and copies of signatures on this Agreement, including any such copies delivered
electronically as a .pdf file, shall be treated for all purposes as originals.

22. Amendments; Waivers.

Except as directed by the Commission, this Agreement may not be amended or modified except
if set forth in writing signed by the Party against whom enforcement is sought to be effective. No
forbearance by any Party to require performance of any provisions of this Agreement shall
constitute or be deemed a waiver of such provision or the right thereafter to enforce it. Any
waiver shall be effective only if in writing and signed by an authorized representative of the
Party making such waiver and only with respect to the particular event to which it specifically
refers.

23. Assignment.

This Agreement (and the Utility's or ESE's obligations hereunder) may not be assigned by
Utility, ESE or Representatives without the prior written consent of the non-assigning Party, and
any purported assignment without such consent shall be void. Consent will not be unreasonably
withheld.

24. Severability.

Any provision of this Agreement which is determined by any court or regulatory body having
jurisdiction over this Agreement to be invalid or unenforceable will be ineffective to the extent of
such determination without invalidating the remaining provisions of this Agreement or affecting
the validity or enforceability of such remaining provisions.

25. Entire Agreement.

This Agreement (including any Exhibits hereto) constitutes the entire Agreement between the
Parties with respect to the subject matter hereof and any prior or contemporaneous oral or
written Agreements or understandings with respect to such subject matter are merged herein.
This Agreement may not be amended without the written Agreement of the Parties.

26. No Third-Party Beneficiaries.

This Agreement is solely for the benefit of, and shall be binding solely upon, the Parties and
their respective agents, successors, and permitted assigns. This Agreement is not intended to
benefit and shall not be for the benefit of any party other than the Parties and the indemnified
parties named herein, and no other party shall have any right, claim, or action as a result of this
Agreement.

27. Relationship of the Parties.

Utility and ESE expressly agree they are acting as independent contractors and under no
circumstances shall any of the employees of one Party be deemed the employees of the other
for any purpose. Except as expressly authorized herein, this Agreement shall not be construed
as authority for either Party to act for the other Party in any agency or other capacity, or to make
commitments of any kind for the account of or on behalf of the other.
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28. Construction.
This Agreement shall be construed as to its fair meaning and not strictly for or against any party.
29. Binding Effect.

No portion of this Agreement is binding upon a Party until it is executed on behalf of that Party in
the space provided below and delivered to the other Party. Prior to such execution and delivery
by the Parties, neither the submission, exchange, return, discussion, nor the negotiation of this
document, whether or not this document is then designated as a "draft" document, shall have
any binding effect on a Party.

IN WITNESS WHEREOF, ESE, intending to be legally bound, has caused this Agreement to be
executed by their duly authorized officer as of the Effective Date.

ENERGY SERVICE ENTITY
Company Name:

By:

Name:

Title:

Date:
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EXHIBIT A - INFORMATION PROTECTION AND TECHNOLOGY SECURITY TERMS AND

CONDITIONS

Utility has determined that certain products (e.g., equipment, hardware, or software) or
services, work or deliverables ESE will provide to Utility under the Agreement (collectively, the
“Products/Services”) involve: (i) access to, receipt, or hosting or storing of Information (as defined
below) external to Utility’s systems or networks, (ii) access or connections to Utility IT/OT
Technology (as defined below), or (iii) programmable electronic devices or software for use in
Utility’s information technology (“IT”) or operations technology (“OT”) networks, systems and/or
environments, making these Information Protection and Technology Security Terms and Conditions
(“IT and OT Security Terms”) attached to this Agreement as Exhibit A necessary and appropriate
under one or more of Utility’s or an Affiliate’s policies. Accordingly, Utility and ESE agree that the
following provisions of the IT and OT Security Terms shall be part of the terms and conditions of the
Agreement and to be bound by the IT and OT Security Terms, which are incorporated fully into the
Agreement by this reference. ESE further acknowledges that compliance with the IT and OT Security
Terms is a material consideration for continued ability to provide the Products/Services to Utility in
the present as well as the ability to be considered for the potential provision of Products/Services to
Utility in the future. All capitalized terms not otherwise defined in the IT and OT Security Terms shall
have the meaning set forth in the Agreement. The terms and conditions specified in the IT and OT
Security Terms shall govern and control the obligations of ESE with regard to the information
protection and technology security measures that must be applied to the Products/Services
provided by ESE, and to the extent such terms conflict with the terms in other contractual
arrangements between ESE and Utility with regard to the security measures that must be applied to
the Products/Services, these IT and OT Security Terms shall supersede such conflicting terms.

1. Certain Defined Terms and Interpretive Guidance.

1.1  “Applicable Privacy and Data Security Laws” shall mean: (i) all privacy, security, data
protection, direct marketing, consumer protection and workplace privacy laws, rules and
regulations of any applicable jurisdiction (including, without limitation, the U.S. and each
state of the U.S.), and all then-current industry standards, guidelines and practices with
respect to privacy, security, data protection, direct marketing, consumer protection and
workplace privacy, including the collection, processing, storage, protection and disclosure
of Personal Information; (ii) the applicable data security and privacy policies of ESE; and
(iii) the applicable data security and privacy policies of Utility that are either published on
Utility’s web site(s) or otherwise provided by Utility to ESE.

1.2 “BES Cyber System Information” shall have the meaning provided in the North American
Electric Reliability Corporation (“NERC”) Glossary of Terms Used in NERC Reliability
Standards, as amended, supplemented or modified from time to time (the “NERC
Glossary”).

1.3 “Cyber Infrastructure” means the collection of information technology systems, networks
and software, physical and information assets for Utility or its Affiliates to efficiently and
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securely function in cyberspace, and Utility’s or its Affiliates’ Information, information and
communications or visualization environments, systems and networks, including IT/OT
Technology, and services comprised of all hardware and software, advanced instruments,
that process, store, and communicate information, or any combination of all of these
elements: computing and/or processing (including the creation, access, modification,
and/or destruction of information), storage (including paper, magnetic, electronic, digital
and all other forms of media of any kind), and communications (including sharing and

distribution of information).

1.4 “CyberInfrastructure Information” means security and configuration information related
to Cyber Infrastructure of Customer or its Affiliates including, but not limited to, network
infrastructure or system design, platforms, processes, methodologies, drawings,
configurations, source codes, rule sets, and specifications, not otherwise generally known
in the public domain.

1.5 “Data Security Incident” shall have the meaning set forth 1.8 of the main body of the
Agreement.

1.6 “Hosted Information” means Information received, held, stored, or retained by ESE for
processing and accessing for use by Utility, and/or its customers, Affiliates, and/or
employees, contractors, or subcontractors.

1.7 “Information” means non-public information of Utility or its Affiliates, including, without
limitation, Cyber Infrastructure Information, Confidential Information, Personal
Information, Hosted Information, data (electronic or otherwise), business knowledge
(intellectual property), information concerning Utility and its business, including the
products and services provided under the Agreement, and confidential or proprietary
information of any other person or entity, whether, tangible or intangible and in whatever
form whether tangible or intangible and in whatever form provided, electronic or digital
form or included on any paper/physical records or any printed material, that is either (a)
provided by Utility to ESE or (b) collected, received, stored, hosted, transmitted, and/or
processed by ESE from or on behalf of Utility in connection with the provision of the
Products/Services to Utility.

1.8 “IT/OT Technology” means, collectively, and to be broadly construed, any and all
programmable electronic or digital devices or equipment, electronic, digital, or computer
assets, hardware, networks, and systems owned, operated, or used by Utility or its
Affiliates, including any software, and applications that reside thereon.

1.9 “Personnel Risk Assessment” means an identity verification and seven (7) year criminal
history records check that includes: (i) current residence, regardless of duration; and (ii)
other locations where, during the seven years immediately preceding the date of the
criminal history records check, the individual has resided for six consecutive months or
more.

1.10 “Personal Information” or “PII” means any Information that (a) identifies or relates to,
describes, is reasonably capable of being associated with, or could reasonably be linked,
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directly or indirectly, with, an individual who can be identified directly or indirectly from that
data alone or in combination with other Information in ESE’s possession or control or that
ESE is likely to have access to, or (b) the privacy laws applicable to the Information
otherwise define as protected personal information, and in either case includes but is not

limited to:

- Individually identifiable health information (e.g., health insurance records and
information about the past, present, or future physical or mental health or
conditions for an individual);

- Afirst name orfirstinitial and last name in combination with one or more of the
following data elements (when the name or element is not redacted):

- Social Security number;

- Driver's license number;

- Otherfederal, state or tribe-issued identification number;

- Credit card, debit card, or financial account number, or other related information
that would permit access to or use of an individual's financial account.

For the avoidance of doubt, Personal Information shall include any Information subject
to applicable U.S. federal or state privacy or data protection law, including, but not
limited to, the Protection of Personal Information of Residents of the Commonwealth of
Massachusetts, 201 CMR 17.00 (the “MA Security Regs”), the Rhode Island Identity
Theft Protection Act, RIGL §11-49.3-1 (the “RI Security Regs”), the New York SHIELD Act,
N.Y. Gen. Bus. Law 8 899-bb and the California data security regulations, Cal. Civ. Code
§1798.81.5.

»n

1.11 “Product/Services Infrastructure”" means the networks and assets utilized in the
provision of the Products/Services to Utility. For example, for software providers, this
includes the systems and assets used to create and store development notes, code,
patches and other modifications.

1.12 “Response Plan” means the policies and procedures developed and maintained by ESE by
which ESE proposes to address Data Security Incidents.

1.13 “Security Notice” means (i) any complaint, notice, or communication received by ESE that
relates to the cybersecurity of the Products/Services provided to Utility by ESE, or (ii)
information from an independent security ratings service provider chosen by Utility
indicating a decline in ESE’s security rating, a possible breach, or a degradation of patching
cadence.

1.14 “Sensitive Information” means Information Utility has identified as requiring restricted
access, including: (i) Personal Information (as defined above); (ii) other customer or
employee nonpublic Personal Information or; (iii) employee or contractor health/benefit
information (including that whose handling is governed by HIPAA regulations); (iv)
confidential financial information (including bank-account and credit-card numbers); (v)
information related to Utility financial reporting or documentation; and (vi) BES Cyber
System Information (as defined above).
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Ownership of Information; Limited License. As between the Parties, Information stored,
hosted, retained, received, processed, and/or transmitted by ESE shall remain the property of
Utility. To the extent performance of the Products/Services for Utility requires ESE to have license
rights to use Information and such rights are not already granted through the Agreement or
another separate written agreement between Utility and ESE, upon approval of ESE by Utility and
the applicable Customer, Utility hereby grants ESE a limited, non-exclusive, non-transferable,
non-sublicensable, revocable, royalty-free license to use the Information to perform the
Products/Services for Utility and the applicable Customer, pursuant to the terms of the
Agreement. Under no circumstances shall ESE obtain any ownership or other rights, title, or
interest in Information, except for the license to use Information in the performance of the
Products/Services.

Restrictions on Access, Use, and Disclosure.

3.1 Authorized Use. ESE’s use of, and access and connection(s) to Utility’s IT/OT Technology
are provided for a specific business purpose and are to be used for that purpose only. Any
other use of connections is explicitly prohibited. In the case where Utility owned
equipment, including computers, is provided to allow ESE to perform the
Products/Services for Utility, such equipment shall not be modified without prior written
authorization by Utility. ESE hereby agrees to protect Utility’s IT/OT Technology from
unauthorized use and access and agrees to provide or take such security measures as may
be necessary to assure such protection in accordance with security best-practices and the
standards set forth herein.

3.2 Information. Information shall be kept confidential by ESE and protected as confidential
information, as provided for in the Agreement. ESE may not use Information for any purpose
other than performing or providing the Products/Services. Service Provider may provide
ESE’s employees, personnel, and/or subcontractors with access to Information on a need-
to-know basis only, and must ensure that its employees, personnel, and subcontractors
are restricted from any use of Information other than for purposes of performing the
Products/Services and are bound by obligations at least as restrictive as those provided for
inthese IT and OT Security Terms and the Agreement. Unless otherwise expressly provided
in writing, Information shall not be disclosed by ESE except as specified for required
disclosures in Section 3.5. Physical copies of Cyber Infrastructure Information shall not be
made without the express permission of Utility and shall be stored in a secured location
approved by Utility. Cyber Infrastructure Information, in any media or format, in the
possession of ESE, including Cyber Infrastructure Information developed by ESE in the
course of performing Products/Services, shall either be destroyed or returned to Utility
(including any copies thereof) upon termination of the Agreement and/or the
Products/Services, unless otherwise agreed to in writing by Utility. To the extent the Parties
agree that ESE may retain Cyber Infrastructure Information after termination of the
Agreement and/or the Products/Services, ESE shall continue to be obligated to treat as
confidential any such Cyber Infrastructure Information so retained with such requirement
surviving termination.

3.3 Monitoring Utility’s Use of Hosted Information. ESE shall not analyze such Information or
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monitor the use of Hosted Information by Utility, and/or its customers, users, Affiliates, or
employees, contractors, or subcontractors, for any purpose other than providing the
Products/Services to Utility,. ESE may aggregate and disseminate for ESE’s internal
purposes usage statistics of Utility and other users only in such a manner that Utility and
its customers, users, Affiliates, employees, contractors, or subcontractors cannot be
identified in any way, and Utility’s usage cannot be identified. Information usage patterns
of Utility are owned by Utility and shall be treated by ESE as confidential Information of
Utility, provided that ESE may collect and use aggregated usage information on a
confidential basis as reasonably needed to support or improve the provision of the

Products/Services to Utility.

Required Disclosures. Except as otherwise expressly permitted in writing by Utility or
specified in the Agreement or these IT and OT Security Terms, ESE shall not disclose
Information, including Cyber Infrastructure Information or Personal Information other than
to the minimum extent required by law or a governmental authority having jurisdiction over
ESE, in each case as determined by legal counsel for ESE. In the event of such required
disclosure, ESE shall notify Utility in advance of any such required disclosure, to seek
available protective measures for such disclosure (such as filing under cover, in camera
review, or through other confidential means) and must reasonably cooperate with any
decision by Utility to seek to condition, minimize the extent of, or oppose such disclosure.

Personnel Risk Assessment. Unless otherwise expressly provided in writing, a Personnel
Risk Assessment is required for each of ESE’s employees, agents, or representatives for
which ESE seeks access or continued access to Information, Product/Services
infrastructure, and/or IT/OT Technology. ESE shall conduct, or cause to be conducted, a
Personnel Risk Assessment for each of its employees, agents, or representatives for which
it seeks access or continued access to Information and/or IT/OT Technology. Upon request,
ESE shall provide Utility with an acceptable statement or attestation confirming
completion of a successful Personnel Risk Assessment. In addition, ESE shall permit, and
shall cause each of its employees, agents, or representatives for which it seeks access or
continued access to Information, Product/Services infrastructure, and/or IT/OT Technology
to permit Utility conduct, or cause to be conducted such Personnel Risk Assessment. An
updated Personnel Risk Assessment shall be performed at least once every three (3) years
after the after the prior Personnel Risk Assessment, and more often (i) if ESE or Utility
discovers or has reason to suspect the existence of any information that would warrant an
updated Personnel Risk Assessment, (ii) at the reasonable request of Utility or (iii) as
required by law or regulation or governmental authority having jurisdiction over Utility,
including the NERC CIP reliability standards or any similar standards promulgated by a
NERC-designated Regional Entity. Utility reserves the right to deny or revoke access to
Information, Product/Services infrastructure, and IT/OT Technology to any individual for
which a successful Personnel Risk Assessment cannot be confirmed. ESE shall permit, and
shall cause each NERC CIP Asset Worker to permit, Utility to complete, or cause to be
completed, such an updated PRA.

Return or Disposal. As soon as possible after any Information (or a portion thereof) is no
longer needed by ESE in connection with the Products/Services, upon termination of the
Agreement or any other contractual arrangement under which ESE provides the
Products/Services to Utility, or any time upon Utility’s request, for any reason, then the
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following shall apply: (a) such Information in ESE’s possession or control (including the
possession or control of any approved subcontractors) shall be returned in an agreed-upon
format (orin the absence of an agreement, in the format in which received) to Utility by ESE,
or at Utility’s request destroyed (including without limitation, with respect to any hard copy,
cross-shredded); (b) to the extent requested by Utility, all electronic copies of Information
in ESE’s possession or control shall be deleted, including wherever applicable through the
use of secure erase over-writing software on storage devices containing such Information
as detailed in the NIST Guidelines for Media Sanitization (NIST Special Publication 800-88),
in a manner that makes Information non-readable and non-retrievable; and (c) ESE shall
certify to Utility, in writing, that ESE has complied with its obligations under this Section.
Upon disposal under any of the above circumstances, unencrypted Information contained
in print or electronic or digital media shall be shredded, destroyed, or modified so that it is
irretrievable and unreadable. ESE shall not charge any additional fees or impose any

conditions for complying with the obligations in this Section.

4. User Authentication and Access Control. For Hosted Information, ESE shall provide the ability
for Utility to utilize strong credentials when authenticating into the service. ESE shall require the
use of strong authentication practices, including, but not limited to, unique user-IDs and
passwords, for each authorized individual that requires access to Information. With respect to
Hosted Information, the authentication system must accommodate single sign-on which
includes multi-factor authentication.

4.1 Password Management. ESE password and authentication schemes shall be consistent
with and modeled after the Center for Internet Security (“CIS”) Benchmark standards,
applicable special publications of the National Institute of Standards and Technology
(“NIST”), or standards promulgated by the International Organization for Standardization
(“ISO”); or ESE shall use passwordless (multi-factor) authentication.

4.2 Access Management and Terminations. ESE shall maintain a list of ESE’s employees,
agents, and representatives with access to Utility’s Information and/or IT/OT Technology.

4.2.1 In the event that (i) the relationship is severed between ESE and any of its
employees, agents, or representatives with access to IT/OT Technology, (ii) ESE
otherwise becomes aware of any information that would cause a reasonable
employer to be concerned about continuing to provide access to ESE’s employee(s),
agent(s), or representative(s) with such access, or (iii) ESE determines that ESE’s
employee(s), agent(s), or representative(s) no longer needs such access, ESE shall
notify Utility that access should be revoked for such individual(s) within no longer
than eight (8) hours of such event. ESE shall take all steps reasonably necessary to
assist in the immediate removal of access to such individual(s), including, but not
limited to, the removal of the multi-factor authenticator provided to individuals
whose access is terminated and returning said authenticator to Utility.

4.2.2 ESE shall maintain an internal process to remove access to Information on
ESE’s network/systems within twenty-four (24) hours from a qualifying event. A
qualifying event is a change in assignment or employment status such that ESE’s
Personnel no longer requires access to Utility Information.
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4.2.3 ESE shall review and verify ESE Personnel’s continued need for access and
level of access to Utility Information and/or IT/OT Technology on a quarterly basis and
will retain evidence of the reviews for two years from the date of each review.

5. Remote Access. To the extent that ESE is provided remote access to IT/OT Technology, ESE shall
comply with Utility policies and controls governing remote access.

5.1 User-Initiated Interactive Remote Access. ESE shall coordinate with Utility to ensure that
all user-initiated access by ESE employees, agents, or representatives (including sub-
contractors) employing a remote access client or other remote access technology using a
routable protocol uses (i) multi-factor authentication technology, approved by Utility, and
(ii) encryption technology, approved by Utility. Depending on the security classification of
the IT/OT Technology by Utility, ESE may be required to use an intermediate system that is
either provided or approved by Utility for such remote access. In the event that an
intermediate system is required, ESE ’s encryption technology must terminate at such
intermediate system. ESE warrants and affirms that system-to-system remote access
connectivity shall not be used by its employees, agents, or representatives (including sub-
contractors) to bypass user-initiated remote access controls, if applicable.

5.1.1 Utility may provide its standard VPN or VDI access for use by ESE if needed;
however, such access will be provided “as is” and Utility will not provide support or
maintenance for such access. TO THE MAXIMUM EXTENT PERMITTED BY LAW,
COMPANY ALSO DISCLAIMS ANY AND ALL WARRANTIES AND CONDITIONS,
EXPRESSED OR IMPLIED (INCLUDING, WITHOUT LIMITATION, THE WARRANTY
OF MERCHANTABILITY AND FITNESS FOR ANY PARTICULAR PURPOSE),
REGARDING THE VPN OR VDI SOLUTION AND CONTRACTOR RELEASES AND
DISCHARGES COMPANY FROM ANY AND ALL CLAIMS, DAMAGES AND
LIABILITIES, IN CONNECTION WITH CONTRACTOR’S USE OF THIS ACCESS.

5.2 System-to-System Remote Access. System-to-system remote access shall not be
enabled by ESE without written approval of Utility. If system-to-system remote access is
necessary or required to support the Products/Services, ESE agrees to coordinate with
Utility to implement appropriate security controls.

5.3 System Inactivity Timeouts. Clients and servers residing on the ESE internal network used
to connect to or access IT/OT Technology shall employ automatic system inactivity
lockouts. An example would be a password-protected screen saver that engages
automatically based on a specified period of inactivity. This default inactivity timeout
should be set for no more than 15 minutes. Where practical, this timeout shall be
enforced through policy settings on the connected workstation or server.
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5.4 Split Tunneling. Split tunneling is prohibited when connected to IT/OT Technology.

5.5 Network Isolation. Where remote access is enabled, ESE shall provide support for the
potentialisolation of Utility IT/OT Technology from ESE’s networks or systems. Contactor
shall provide all technical information necessary to facilitate the failsafe and effective
construction of appropriate firewall rules, including full disclosure of which hosts need to
communicate through each firewall interface and what protocols and ports those hosts
utilize.

Separation of Information. ESE shall maintain Information such that other customers and
clients of ESE and other third parties (excluding subcontractors of ESE operating under
customary confidentiality agreements for and on behalf of ESE for the purposes of system
development and/or maintenance) do not have access to such Information. If ESE is utilizing a
shared hosting model or shared storage with respect to Information, such Information shall be
segregated physically whenever reasonably feasible rather than logically from other information
hosted by ESE.

Security Standards.

7.1 Information Protection. ESE represents and warrants that the Products/Services and ESE’s
data and information security policy and practices include reasonable and appropriate
administrative, technical, and physical safeguards that are risk-based; are appropriate to
the nature of information being secured; meet or exceed generally accepted best practices,
and are designed, implemented, and maintained (and periodically reviewed and updated)
to appropriately safeguard information against intrusion, theft, ransomware, malicious
codes orviruses, destruction, loss, alteration, unauthorized access, and/or interference by
third parties. ESE shall implement and maintain a comprehensive written data and
information security policy and appropriate practices, and ESE’s data and information
security policy and practices shall (a) comply with all Applicable Privacy and Data Security
Laws; (b) protect against any anticipated or actual threats or hazards to the confidentiality,
availability, or integrity of data and information, including Personal Information and from
the loss of data or information; (c) if the Information includes credit, debit, or other payment
cardholder information, comply at all times with the Payment Card Industry Data Security
Standard (“PCI DSS”) requirements, including remaining aware at all times of changes to
the PCI DSS and promptly implementing all procedures and practices as may be necessary
to remain in compliance with the PCI DSS; (d) include training and security awareness
programs for the personnel of ESE and any approved subcontractors who have access to
Information; and (e) be modeled after and generally conform to applicable special
publications from NIST or the standards promulgated by the ISO. Utility reserves the right
to review, upon request to ESE, ESE’s policies, procedures and practices used to maintain
the privacy, security and confidentiality of data and information and general cyber security.

7.1.1 Without limitation of the above, ESE shall and shall require its subcontractors to: (i)
proactively monitor vulnerabilities and rectify any such vulnerabilities that concern
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the ESE’s systems or networks housing Information or Products/Services
Infrastructure; these vulnerabilities shall be evaluated and patched in a timing
commensurate with the risk and mitigation of that risk; (ii) engage a reliable third-
party vendor to perform annual penetration testing on systems or networks that are
utilized in the development and/or provision of the Products/Services to Utility, with
a summary of such testing to be provided to Utility upon request to ESE; (iii) prohibit
ESE’s and any approved subcontractor’s personnel from transporting or transmitting
Information in any form (paper or electronic) and on any media to their homes,
personal e-mail accounts, or personal computers, devices or other media; however,
working remotely can be accommodated as long as work is performed on ESE issued
hardware, software, devices, and communication systems like ESE provided e-mails,
with appropriate physical/electronic safeguards implemented with communication
to ESE’s corporate systems or networks via a secure communication channel and
otherwise in compliance with Section 5, unless, in all cases, as may otherwise be
expressly permitted by Utility in advance and in writing; (iv) change default security
settings (such as default passwords); (v) employ adequate authentication protocols
for online account access to prevent unauthorized users from accessing accounts
with access to Information; (vi) refrain from attempting to re-identify Personal
Information that has been provided to ESE in a de-identified form or that ESE is only
permitted to use in a de-identified form; (vii) adopt and utilize up-to-date and fully
supported technologies for the safe, secure, and accurate collection, processing,
storage, and distribution of the Information; (viii) absent Utility’s advance written
approval, refrain from reassigning to a third party an internet protocol (IP) address
previously assigned to Utility for use in connection with ESE’s performance of the
Products/Services; and (ix) utilize a software development quality assurance program

that considers use and misuse cases.

7.1.2 ESE shall take all necessary and reasonable steps to protect the Information against
any unauthorized access or improper use during both storage (while “at rest”) and
transmission while in ESE’s (including its approved subcontractors’) care, custody, or
control. Such steps must include protection for both physical and electronic data. To
the extent that the handling of any Information is governed by the Health Insurance
Portability and Accountability Act (“HIPAA”) and its regulations, the Parties shall
enter to and abide by a separate Business Associate Agreement in compliance with
HIPAA before ESE accesses any such Information. To the extent that any Information
constitutes payment cardholder data, ESE shall, in addition to complying with these
IT and OT Security Terms, abide with all applicable provisions of the Payment Card
Industry Data Security Standard in connection with handling such Information, and
the Parties shall execute a separate addendum with additional terms concerning
such Information.

7.1.3 Protection of Information in storage (including storage on any portable device,
including laptops, or removable storage media, including USB drives and backup
tapes) shall include encryption of Information using an encryption
product/technology that meets or exceeds industry best practices for encryption
while in transit or at rest. Protection of Information during transmission shall include
the encryption of Information sent over a data network connection, including the
Internet or ESE’s internal network connections as well as any connections to third
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parties, using a secure, encrypted communications method that meets or exceeds

industry best practices for encryption.

7.1.4 In performing obligations hereunder, ESE may obtain or have access to, or otherwise
store, process or transmit, Personal Information of Utility’s employees, other
personnel, agents, officers, directors, contractors, subcontractors, customers,
potential and prospective customers, dealers, suppliers, and/or other persons. ESE
acknowledges that it is responsible for the security of Personal Information that it
receives or accesses in performing the Products/Services; and ESE shall at all times
maintain appropriate information-security measures with respect to such Personal
Information in a manner consistent with Applicable Privacy and Data Security Laws.
Without limiting the foregoing, ESE shall comply with all applicable laws pertaining to
privacy, data security, data protection, consumer protection, email and other digital
marketing, telecommunication (including text message) marketing, and workplace
privacy in connection with ESE’s handling of Personal Information.

7.1.5 ESE expressly agrees that it will not copy, store, download, or otherwise save Utility’s
BES Cyber System Information on ESE’s systems or networks without the express,
prior written permission of Utility. ESE further acknowledges that the creation of a
repository for BES Cyber System Information (whether intentional or inadvertent) on
ESE’s systems or networks may trigger additional compliance and regulatory
requirements, as well as costs, and that ESE shall be responsible for any such costs
and penalties assessed against Utility, and/or for meeting such compliance and
regulatory requirements at ESE’s expense, as a result of the creation of such
repository without Utility’s express prior written consent. BES Cyber System
Information shall not be stored in any cloud environment.

Malware Protection. Effective virus and malware protection software shall be run and
maintained on all of ESE’s systems and assets (e.g., workstations, servers, and other
configurable devices to the extent technically feasible) with remote or direct connections
to IT/OT Technology and/or that store or host Information and Product/Services
infrastructure. The virus signature files on these devices shall be updated in a timely
manner as new releases are made available by the malware software supplier, preferably
in an automated fashion.

Security Patching. Effective patch management practices shall be used on all of ESE’s
systems and assets (e.g., workstations, servers, and other configurable devices to the
extent technically feasible) with remote or direct connections to IT/OT Technology, that
store or host Information and Product/Services infrastructure. ESE shall implement
software patch management practices consistent with standards promulgated by NIST or
the ISO. ESE shall promptly install all security updates and patches made available by the
vendors of any of the third-party software or other products used in connection with the
collection, processing, storage or distribution of Information.

Logging/Monitoring and Audit Trail. ESE shall employ services and practices that log and
monitor for Data Security Incidents and all access and access attempts to Hosted
Information and any Information on ESE’s systems or networks (including the systems or
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networks of any approved subcontractor). Such logs shall be maintained for each access
for a minimum of one (1) year following such access to allow for forensic analysis in the
event of a potential Data Security Incident or unauthorized access event. During such one-
year period, Provider shall maintain such logs such that they can be promptly retrieved at
the request of Customer and provided to Customer as raw Information logs in a useable
format (e.g., an Excel data file or text file). Such logs shall be routinely reviewed for possible
unauthorized access attempts or system intrusions, and appropriate corrective actions
taken by ESE’s system administrators. Any intrusion or unauthorized system access which
has the potential of impacting the Utility, IT/OT Technology, or Information, shall be brought
to the attention of Utility as soon as practicable, butin any case, pursuant to the notification

requirements identified in Section 10 below.

7.4 Open-Source Software. Use of open-source software in connection with the
Products/Services provided by ESE or on ESE systems connected to IT/OT Technology is
permitted only if such open-source software is used with all applicable security updates,
in compliance with the applicable license, and in a manner that does not jeopardize the
security of any Information or systems or networks that process or store Information. ESE
shall actively monitor such open-source software for vulnerabilities using static and
dynamic code analysis.

Litigation Holds. ESE shall provide adequate functionality such that Utility may deliver notices
to ESE for the purposes of issuing and maintaining litigation holds with the effect of (a) preventing
deletion of some or all Information on ESE’s systems or networks for the duration of any such
litigation hold (including the suspension of automated processes as necessary to prevent such
deletion), or (b) causing ESE to deliver such Information to Utility for preservation. In the event of
termination of the Agreement or other contractual arrangement under which ESE provides the
Products/Services to Utility at a time when such a litigation hold is in effect, ESE shall return to
Utility all Information subject to such hold without alteration.

Secure Installation. In instances where ESE is providing installation services as a part of the
Products/Services, ESE shall perform such installation in accordance with Utility specifications.
Furthermore, ESE shall ensure that all unnecessary software, services and ports on the installed
system(s) are removed or disabled. The most current available operating system updates and
patches should be applied and tested as an integral part of the initial installation. Logging
functionality should be enabled to capture login activity.

. Notification of Data Security Incident. In the event that ESE learns or has reason to believe or
confirms that a Data Security Incident may have occurred or has occurred, ESE shall notify Utility
of such suspected event promptly, but no later than twenty-four (24) hours following ESE’s
discovery of such potential Data Security Incident. In addition, notification shall be no later than
two (2) hours for suspected ransomware and other similar intrusions where timing is critical to
stopping proliferation and propagation and ESE has any access to IT/OT Technology or is Hosting
Information. Notice of the Data Security Incident shall be sent to:

Utility IT Security via:
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Email: PPLCybersecurity@pplweb.com

Telephone: 610-774-3185

10.1 Contents of Notice. ESE shall include the following information in a notification of a Data
Security Incident to the extent such information is available and may be permissibly
shared: (i) the date and time of the Data Security Incident occurrence (or the approximate
date and time of the occurrence if the actual date and time of the occurrence is not
precisely known); (ii) type of Data Security Incident (i.e., data breach, malware,
ransomware, etc.); (iii) extent of the Data Security Incident and its known impact to Utility;
(iv) primary business contact person (name, email, and phone) for ESE; (v) primary IT cyber
security contact person for ESE (name, email and phone); (vi) a summary of the facts and
circumstances of the Data Security Incident and the suspected impact or vulnerabilities
caused by the Data Security Incident, including an identification of Products/Services
known or reasonably believed to have been impacted; (vii) a description of responsive
actions being undertaken by ESE (immediate, intermediate, and long-term); (viii)
recommendations for actions that may be undertaken by Utility to mitigate, isolate, or
eliminate any risks posed by the Data Security Incident; and (ix) exposure areas and risks
to Utility.

10.2 Actions. ESE shall immediately take measures as appropriate to preserve evidence
(including, as applicable, images of drives, as well as inbound and outbound network logs,
application logs, internet traffic logs, firewall logs, router information or logs from any
packet capture, network monitoring, intrusion detection or security event and incident
management systems for any parts of the network accessible from the potentially affected
equipment). All steps taken in responding to a Data Security Incident shall be properly
documented and chain of custody shall be maintained for any images captured. If ESE does
not have the in-house capability to perform the actions required in a professional and
competent manner, ESE shall retain an outside forensic expert to do so at ESE’s own
expense. ESE shall be responsible for the actual and reasonable costs (whether incurred
by ESE or Utility) of responding to and mitigating any Data Security Incident, including, but
not limited to, actual and reasonable costs associated with investigation and identification
of the nature and scope of such Data Security Incident (including reasonable attorneys’
fees) and, as directed and approved by Utility in its discretion subject to applicable law:
notification of any individuals whose privacy is potentially impacted; notification of and
responding to inquiries from regulators as necessary or appropriate; and providing identity
protection and credit-monitoring or similar services to any individuals whose privacy is
potentially impacted. ESE shall cooperate with Utility in investigating and responding to the
foregoing, notifying customers or other affected individuals, and seeking injunctive or other
relief from and against any person or persons who have violated or attempted to violate the
confidentiality or security of Information. In event that a Data Security Incident involves any
payment cardholder data, ESE shall also pay or reimburse Utility for associated costs, fees,
and fines imposed by credit card associations, merchant banks or financial account
institutions, and costs passed on by individual card companies, banks and other financial
institutions, such as the costs of issuing replacement cards, fraud liability, chargebacks,
compromise fees, and other remediation costs.

11. Coordination of Response. ESE agrees to coordinate its response to a confirmed or suspected
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Data Security Incident with Utility as necessary to prevent or limit, to the fullest extent possible,

impact to Utility operations, Information, and IT/OT Technology.

11.1 Development and Implementation of a Response Plan. ESE’s Response Plan shall be
consistent with standards and guidance promulgated by the NIST or ISO. ESE’s Response
Plan shall address communications between ESE and Utility in the event of a Data Security
Incident, mitigation of the harmful effects of Data Security Incidents, remediation of any
vulnerabilities and security risks posed by the Data Security Incident and recovery of
impacted IT/OT Technology or Information, actions to prevent the recurrence of the same
or similar Data Security Incidents, and documentation and document Retention
requirements.

11.2 Immediate Response. Immediately upon identification of a Data Security Incident related
tothe Product/Services provided to Utility, ESE shallimplement its Response Plan and shall
provide Utility with guidance and/or recommendations to mitigate, contain, or eliminate
any risks posed to Utility or Utility’s operations, Information, and/or IT/OT Technology.

11.3 Updates. ESE shall provide updates to Utility addressing any new facts and circumstances
learned after the initial notification of a Data Security Incident and shall provide such
updates within a reasonable time after learning of those new facts and circumstances. ESE
shall cooperate with Utility in Utility’s efforts to determine the risk posed by a suspected or
confirmed Data Security Incident, including providing additional information regarding the
Data Security Incident upon request from Utility.

11.4 Remediation and Recovery. ESE shall provide Utility with timely updates on the progress of
remediation and recovery efforts including guidance and recommendations for long term
remediation of any cyber security risks posed to Utility and IT/OT Technology as well as any
information necessary to assist Utility in any recovery efforts undertaken by Utility in
response to the Data Security Incident.

11.5 Response to a Security Notice. In the event that ESE is the recipient or subject of a Security
Notice, ESE agrees to investigate the identified security concerns, implement responsive
actions to improve ESE’s security score or otherwise remediate the identified security
issues, and communicate with Utility regarding responsive actions undertaken. ESE agrees
to provide Utility with a remediation plan, including timelines and actions, at Utility’s
request.

Disclosure of Known Security Vulnerabilities. ESE agrees to implement procedures
acceptable to Utility to address the disclosure or provision of notice to Utility of security
vulnerabilities related to the Products/Services provided to Utility and the remediation of such
vulnerabilities, including coordination with Utility during and after the remediation process.

12.1 Disclosure Prior to Delivery. Prior to the delivery of the Service, ESE shall provide summary
documentation of security vulnerabilities in the procured Products/Services, the potential
impact of such vulnerabilities, the status of ESE’s efforts to mitigate said security
vulnerabilities, and ESE’s recommended corrective actions, compensating security
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controls, mitigations, and/or procedural workarounds.

12.2 Notice Upon Discovery. ESE shall promptly notify Utility after becoming aware of any, or
potential, critical or high-risk security vulnerability or defect in the Products/Services
provided to Utility at any time during the term of the Agreement, or, in the case of firmware
or hardware, at any time after the sale of the equipment, hardware, or other device
containing the firmware to Utility. Such notice shall be provided to Utility as soon as
practicable and shall at the latest be provided within seven (7) calendar days after such
vulnerabilities or defects become known to ESE. Summary documentation of the security
vulnerability or material defect shall accompany the notice and shall include a description
of each security vulnerability or material defect, potential impact of such vulnerabilities,
root causes (to the extent available), and recommended corrective actions, compensating
security controls, mitigations, and/or procedural workarounds.

13. Verification of Software and Firmware Integrity. ESE shall establish, document, and
implement risk management practices for supply chain delivery of software (including patches),
firmware, and programmable or configurable hardware provided to Utility. ESE shall provide
documentation on its: chain-of-custody practices, information protection practices, and
integrity management program for components provided by sub-suppliers.

13.1 Software Development. To the extent that ESE developed or is developing software or
applications as a part of the Products/Services, ESE attests that ESE has implemented a
development program modeled after and consistent with industry best practices like Open
Web Application Security Project (“OWASP”) Application Security Fragmentation or
Department of Defense (“DoD”) Application Security and Development Security Technical
Implementation Guide (“STIG”). Furthermore, ESE shall use a software development
quality assurance program that considers use and misuse cases. In addition, ESE’s data
and information security policy and practices should include a Risk Analysis and Threat
Modeling, such as STRIDE or use of the MITRE ATT&CK Matrix.

13.2 Patch Validation. ESE will use reasonable efforts to investigate and confirm that no viruses
or malware are present in any software or patches before providing such software or
patches to Utility. If ESE provides software or patches to Utility, ESE shall publish or provide
a hash conforming to the Federal Information Processing Standard (“FIPS”) Security
Requirements for Cryptographic Modules (FIPS 140-2) or similar standard information on
the software and patches to enable Utility to use the hash value to independently verify the
integrity of the software and patches. Alternative delivery methodology is acceptable only
if it is permissible by the NERC CIP standards for software validation.

13.3 Secure Delivery. ESE shall specify how digital delivery for procured Products/Services (i.e.,
software and applications) including patches will be validated and monitored to ensure the
digital delivery remains as specified. If Utility deems that it is warranted, ESE shall apply
encryption to protect procured products throughout the delivery process. ESE shall
demonstrate chain-of-custody documentation for critical firmware and programmable or
configurable hardware as determined by Ultility in its sole discretion and require tamper-
evident packaging for the delivery of these products.
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13.4 Patching of Procured Products. ESE represents and warrants that procured
Products/Services (including third-party hardware, software, firmware and services) have
appropriate security updates and patches installed prior to delivery to Utility. ESE shall
provide appropriate software and firmware security updates and patches promptly to
remediate discovered vulnerabilities or weaknesses. Security updates or patches to
remediate critical and high-risk vulnerabilities shall be provided within a shorter period

than other updates.

13.5 Unsupported Products/Services. Unless otherwise approved by the Utility in writing,
current or supported version of ESE Products/Services shall not require the use of out-of-
date, unsupported, or end-of-life versions of any third-party components (e.g., Java, Flash,
Web browser, etc.).

13.6 CONTRACTOR WARRANTS THAT ITHAS NO KNOWLEDGE OF ANY VIRUSES, MALWARE,
OR SPYWARE IN ANY SOFTWARE, SERVICES (SUCH AS SOFTWARE AS A SERVICE),
FIRMWARE, PATCHES, OR UPDATES PROVIDED TO COMPANY.

13.7 Introduction of Virus or Malware. ESE shall bear full responsibility for all costs associated
with investigation, response, mitigation, remediation, and recovery, as well as any
regulatory or compliance costs or penalties, in the event a virus, malware, or spyware is
embedded in or otherwise introduced to Utility assets, networks, or systems as a result of
ESE’s breach of its obligations under this Agreement or other contractual arrangement
underwhich ESE provides Products/Services to Utility. ESE shallimmediately and atits own
cost take all necessary remedial action and provide assistance to Utility to eliminate the
virus or other malware throughout Utility’s networks, assets, and systems.

14. [For Cloud Contractors Only] Availability. To the extent applicable to the Products/Services,
ESE, upon Utility’s reasonable request, shall provide information and metrics pertaining to
testing frequency, integrity, and results of its Hosted Information backup and Information loss
prevention systems. ESE shall, upon Utility’s reasonable request, perform and provide results of
Hosted Information export tests on Hosted Information demonstrating integrity of the export.
Service level reliability with respect to Hosted Information shall be 99.9% or as otherwise set
forth in the contractual arrangement(s) under which ESE provides Products/Services to Utility.

14.1 Information Recovery. In the absence of a mutually agreed upon service level agreement or
equivalent agreement expressly providing to the contrary, ESE shall maintain the ability to
complete Hosted Information recovery within 24 hours after a Hosted Information loss. ESE
shall include Utility in its standard disaster recovery plan such that the Products/Services
can be made available.

14.2 Data Portability. ESE agrees to coordinate with Utility to ensure Hosted Information is
transferrable via an application programming interface or other mutually agreed upon
means, to prevent disruption in availability to Utility.

15. Upgrades. For Hosted Solutions or software as a service, ESE shall provide fourteen (14) days’
notice to Utility prior to major changes to system configuration, including changes that can affect
certification status (if applicable), security or network processes, encryption key lengths, etc. In
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the event ESE plans upgrades or changes to ESE’s systems or networks that would interfere with
Utility’s business operations or use of the products/services, Utility may elect to require ESE to
defer such upgrades for the duration of the then-current contractual arrangement, except to the
extent such changes or modifications are reasonably necessary to address security

vulnerabilities or prevent interference with business operations.

. Country of Origin. All Products/Services and any other products, services, software (including
design and development), and programmable hardware manufacture for products provided by
ESE to Utility shall not, including with respect to programmable or digital components or
materials, be designed, developed, manufactured, or supplied by a foreign adversary of the
United States, as such term is defined, from time to time, by the United States government,
including Department of Energy (“DOE”) or Department of State (“DOS”), which countries shall
include Belarus, China, Cuba, Hong Kong, Iran, North Korea, Russia, Ukraine and Venezuela and
such other countries identified by DOE or DOS from time to time. United States embargoed or
sanctioned countries, as such term is defined, from time to time, by the United States
government, including DOE or DOS, https://home.treasury.gov/policy-issues/financial-
sanctions/sanctions-programs-and-country-information.

. Information Location. Unless otherwise expressly authorized in writing by Utility, all Information
centers, servers, and backup Information storage locations used by ESE for performance or
provision of the Products/Services shall be located in the United States of America and/or
Canada or their respective territories. ESE shall create and maintain records of the locations at
which ESE (including any approved subcontractor) stores Information and retain such records for
each such location for a minimum of two (2) years following the removal of Information from such
location. ESE shall notify Utility when changes occur to such storage locations (new, retirement
of old, migration from one to another). In the case of Hosted Information, Utility shall select the
geographic location of the data center(s) in which Utility’s Hosted Information is stored. Unless
otherwise expressly authorized in writing by Utility, if Utility selects a primary data centerin North
America, all of Utility’s Hosted Information shall be stored in the United States of America and/or
Canada. ESE shall notify Utility when changes occur to the data center locations where Utility
Hosted Information will be stored. In the event that ESE plans to move the data center location
for the storage of Utility Hosted Information ESE agrees to notify Utility a minimum of thirty (30)
days in advance.

. Attestations. ESE must comply with at least one of the following, or comparable privacy and
information-security validation measures, as determined by Utility:

18.1 ESE must, at its expense, engage a qualified, independent, and reliable third-party security
professional to regularly (at least once per year) audit and validate the security measures
in place as well as their sufficiency, and of the systems and the business processes used
by or for ESE to access, store, process, or transmit any Information and/or systems or
networks utilized to access IT/OT Technology and for general cyber security. Such audit
shall be performed according to ISO/International Electrotechnical Commission 27001
standards. The certificate, which shall be provided to Utility upon request to ESE, must
include a clear description of the scope of the audit and any material findings by the
auditor. In the off years, the results of the surveillance audit shall be provided to Utility
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upon request to ESE.

18.2Each calendar year, ESE must provide to Utility a current Type 2 Service Organizations
Control (“SOC”) Type Il report, confirming the adequacy of ESE’s controls under the Trust
Services Principles and Criteria of the American Institute of CPAs, or comparable
principles and requirements satisfactory to Utility. The scope of each report must include
the ESE systems and the business processes used by or for ESE to access, store, process,
or transmit any Information and/or systems and networks utilized to access IT/OT
Technology and for general cyber security. Each report must include a list of the controls
that were tested and plans to remediate any findings.

19. Auditing. Utility retains the right to periodically audit the security policies, practices and
standards of ESE as pertains to the Products/Services, security of Information, or access to
Utility IT/OT Technology. ESE shall provide reasonable resources in support of performance of the
review at no cost to Utility.

20. Obligations Regarding Subcontractors, Agents, and Representatives. ESE shall not provide
Information or access rights to Information to any subcontractor or other third party without the
express, advance written consent of Utility and Customer (including as may be provided in the
Contract) (each such subcontractor or third party as to which Utility so consents, an “approved
subcontractor”). Before ESE discloses or otherwise provides access to Information to any
approved subcontractor, Service ESE agrees to ensure that all subcontractors, agents, and
representatives involved in the performance of ESE’s obligations under the Agreement or any
other contracts, service agreements, work/purchase orders, or other arrangements with Utility
are required to comply with all terms and conditions and requirements of this Agreement in the
same manner as ESE. ESE shall be liable to Utility for any breaches of this Agreement by any
approved subcontractor, including any subcontractors, agents, and representatives. Utility’s
approval of any approved subcontractor shall not relieve ESE of its obligations under the
Agreement and the requirements of these Security Terms. ESE shall remain fully responsible for
the performance of each approved subcontractor and its employees and for their compliance
with all of the terms and conditions and requirements of the Agreement and these Security Terms
as if they were ESE’s own employees.

21. Indemnification. Without limitation of any indemnification obligations set forth in the
contractual arrangement(s) under which ESE provides Products/Services to Utility, ESE hereby
agrees to indemnify, defend and hold harmless Utility, its Affiliates, officers, directors, employees
and agents, from and against any and all claims and losses, including without limitation actions
by the Federal Trade Commission, other regulator and/or attorneys general and private claims,
where such claims arise out of a Data Security Incident caused by ESE’s (including any approved
subcontractor’s) negligence, willful misconduct, or failure to comply with the terms of this
Agreement. Utility expressly reserves the sole right, at Utility’s option, to control the defense
and/or settlement of any such claim and, in such event, in addition to ESE’s other obligations in
this Section, ESE agrees to assist Utility, at ESE’s expense, in the defense of any such claim.

22. Limitation of Liability. CONTRACTOR’S PAYMENT AND INDEMNIFICATION OBLIGATIONS
UNDER THIS AGREEMENT, AND DAMAGES AND LOSSES ARISING FROM CONTRACTOR’S NON-
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COMPLIANCE WITH THIS AGREEMENT, ARE NOT DISCLAIMED OR CAPPED BY ANY LIMITATION
OR DISCLAIMERS OF LIABILITIES SET FORTH IN ANY OTHER AGREEMENT, CONTRACT, SCOPE,

OR STATEMENT OF WORK BETWEEN CONTRACTOR AND COMPANY.

Survival. The obligations of ESE set forth above in these IT and OT Security Terms shall survive
any expiration or termination of the Agreement and shall remain in place for as long as any
Information remains in ESE’s possession, custody, or control (including in the possession,
custody, or control of any approved subcontractor).
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In Re: Proposed Green Button Connect, Home Area Network and
Grid Edge Computing

Responses to the Record Requests

Issued at the Commission’s Evidentiary Hearing

On May 13, 2026

Record Request No. 7

Request:

Did the Company assume any benefits from the enablement of Green Button Connect in the
benefit categories of the Benefit-Cost Analysis model submitted as Attachment H in Docket No.
22-49-EL? If so, please quantify the benefits included and identify where they were included
within Attachment H.

Response:

The Company did not assume any benefits from the enablement of Green Button Connect in the
benefit categories of the Benefit-Cost Analysis model submitted as Attachment H in Docket No.
22-49-EL.

Prepared by or under the supervision of: Nicole Gooding
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In Re: Proposed Green Button Connect, Home Area Network and
Grid Edge Computing

Responses to the Record Requests

Issued at the Commission’s Evidentiary Hearing

On May 13, 2026

Record Request No. 8

Request:

Please file a table identifying the types of data that customers can currently download through
Green Button Download My Data or the AMF Customer Portal (please identify which
functionality a customer must use to download that data), and indicate as to each type of data
whether it can be shared through the Green Button Connect functionality as proposed by the
Company.

Response:

Customers can download their data in My Account or the AMF Customer Portal and in either
Green Button Download (“GBD”) or Excel format. My Account provides gas and electric
monthly billing data. The AMF Customer Portal provides both 15-minute interval and monthly
billing data for electric customers only.

The table below outlines the data fields that are in each of the different download formats. Please
note, the data fields in column (e) are what can be sent via Green Button Connect. Once the
customer consents to sharing their data with a third party, this data is automatically sent to a third
party on a continuing basis.

. My Account— | My Account — AMF AMF Customer
Data Field Customer
Excel GBD Portal —- GBD
(a) (b) © Portal — Excel ©

(d)
1 Name X X
2 Address X X

Account

3 Number X X

Prepared by or under the supervision of: Nicole Gooding
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Record Request No. 8, page 2

. My Account— | My Account — AMF AMF Customer
Data Field Customer
Excel GBD Portal — GBD
(a) (b) © Portal — Excel ©
(d)
Service (amps) X
Type
(Electric or X
Gas)
Date X X X X
Meter Number X X
Usage
Direction X X
Location X
Estimated X
Indicator
Cost X X
Meter Reading X X
Average
Temperature X X
Usage (kWh or X x X %
therms)
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Record Request No. 8, page 3

. My Account — | My Account — AMF AMF Customer
Data Field Customer
Excel GBD Portal - GBD
(a) (b) © Portal — Excel ©
(d)
kW X X X
kVA X X

Prepared by or under the supervision of: Nicole Gooding
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